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From: Satoshi Nakamolo <satoshi <at> vistomall com=

Subject Bitcoin P2P e-cash paper

Newsgroups: gmane.comp.encryption.general

Date; 2008-10-31 18:10:00 GMT (4 years, 52 weeks, 1 day, 3 hours and 23 minutes ago)

1"ve buen working on a new eloctronic caph systes that's folly
poor=to=paar, with no trusted third party.

The papar La awvailable akt:
hrepi . bitooin.org/blecolin. pdt

The main propartiost

pouble-sponding iw provented with a poer-to-peer network,

¥o mint or other trusted parties.

Pacticipanta can bue anohymods .

Naw cpine are =sade fram Hashcash eatyle proof-of-work.

The proof-pf-work for new coln genoration also powers tha
notwork to provent double-aponding.

Biteoint A Peer-to-Feer Electronic Camh Syptem

Abstract. A purely pear-to-peer vorsion of electronic cash would
allow online paymants to ba sent directly from ofe party to anothor
without the burdons of golng through a financial lnatitutlon.
Digital nignatures provide part of the solution, but the main
benefits are lost If a trusted party is still roquired to provent
deuble-ppanding. We propose a solution to the double-gpending
problem yping a4 peer-to-pear network. The aetwork tisestasps
transnctions by hashing tham intoc an ongoling chain of hash-bapued
proof-of-work, forming 'a cecord that cannot bo changed without
rodoing the proof-of-work. Tho longaet chain not only sarves an
proof of the seguence of events witnesaed, but proof that it came
from the largest posl of CPU power. As long az bonout hodes control
the mopt CPU power on the aetwork, they can geoerate the longest
chain and cutpace any attackezs. The petwork ftself requices
minimal structore. Mesasagen are broadossted on o best affort bamis,
and noden can leave and rajoln the fetwark at will, accepting the
longpet proof-of-work chain as proof of what happonod while thoy
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